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Mitwoch, 18. Januar 2012

SPIEGEL ONLINE

NACHRICHTEN VIDEO ~THEMEN FORUM ENGLISH DERSPIEGEL SPIEGELTV ABO  SHOP

Mome Poltic Winschaft Panorama Sport Kutur Netzwelt Wissenschaft cinestages Kerere Unl Schule Rese Auto

 7op-Tmemen: Cosa Concarai | Eurorkrse | nternatsperren | Hancosl-E1 Login | Regisierng

Protest gegen US-Internetsperren
Blackout fiir die Netzfreiheit

@/} WORDPRESS.COM engisn o)

A better way
to blog.

A

MEHR INFOS

Das Web tragt Schwarz: Auf Dutzenden Websites hat der Protest gegen geplante
US-Gesetze zur Kontrolle des Internets begonnen. Wikipedia streikt, Google verlinkt. VIDEO M
auf eine , Wordpress ist gepflastert mit Die
Internetgemeinde furchtet Gangelung und Netzsperren. menr... { Forur

e

= Weltweite Internetgesetze: US-Konzerne lassen das Netz zensieren
= Umstrittenes US-Internetgesetz: Wikipedia schaltet ab - aus Protest
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Problem
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Problem

m Uncontrolled side effects may cause unexpected behavior

m Code is aggregated by dynamic loading

Maintenance is a nightmare!
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Problem

Problem

m Uncontrolled side effects may cause unexpected behavior

m Code is aggregated by dynamic loading

Maintenance is a nightmare!

What can we do?

m static approach?
m documentation?

® monitoring!
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JSConTest: A tool for partial specifications

Overview

m Type contracts

— describe the functional behavior of an operation
m Access permission contracts

— describe the side effect of an operation
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2
=)

O
&
2
[~}
i
o
S5



Example — Menu

Menultem

name:  String
x,y,w,h: Integer

layout(x,y)

Separator Submenu
orientation

/*c (int, int) -> {w:int,h:int} + type signature
with [this./1llr/*./xlylwlh/] < access permission

*/

function layout(x,y) { ... %}

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 6 /27
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Example

— Menu

access permission contract:
this./llr/*./xlylwlh/

expression:
this.1l.1.x = [} r)
{ )
/ r [x --- | name ]
L9 e WeatherJ
I x r X name ]
3 6 Politics |
\
[ X name ] [ X name
L 1 Economy J L 4 Sports |
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Example — Menu

access permission contract:
this./llr/*./xlylwlh/

another expression:

this.l.r.name = [} r)
{ )
/ r [x --- | name ]
L9 e WeatherJ
I x r X name ]
3 6 Politics |
\
[ X name ] [ X name
L 1 Economy J L 4 Sports |
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Example — Menu

FREIBURG

E -
access permission contract: -
this./llr/*./x|ylwlh/ @
another expression:
this.l.r.name = f r)
{ \
/ r [x e name ]
L9 e WeatherJ
/ r X name
3 6
N\
[X name ] [X name
L 1 Economy J L 4 Sports |
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Semantics of Access Permission Contracts
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Is the meaning of an

access permission settled?
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Semantics of Access Permission Contracts
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Is the meaning of an

access permission settled?

NO!

There are three open issues...
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Syntactic Interpretation — Example

/*c (obj,obj) — any with [x.a,
function b(x,y) {

. y.a.b ... // violation?

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting

y.a,

y.a.b]

*/

12/01/25

9 /27

2
=)

O
&
2
[~}
i
o
S5



Syntactic Interpretation — Example

/*c (obj,obj) — any with [x.a, y.a, y.a.b]
function b(x,y) {

var tmp = y.a;

y.a Xx.a;

y.a.b = 42; // violation?

y.a tmp;

o

}

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Syntactic Interpretation — Example

/*c (obj,obj) — any with [x.a, y.a, y.a.b] */
function b(x,y) {

var tmp = y.a;

y.a = x.a;

y.a.b = 42; // violation? YES, please!!
y.a = tmp;

}
From the view of the caller

m The function modifies x.a.b.

m By introducing local aliases, a function may execute side
effects that are not allowed

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 10 / 27
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Syntactic Interpretation vs. Pre-State Snapshot

UNI
FREIBURG

An access permission contract is interpreted syntacticly.

Pre-State Snapshot

An access permission contract is interpreted with respect to the
heap at the time the contract is installed.

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 11 /27




Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , y.a , y.a.b ]
function b(x,y) {

y.a = x.a;

y.a.b = 42; // violation?

}

©
O,

<) L
5t

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , y.a , y.a.b ]
function b(x,y) {
y.a X.a;

= a’
y.a.b 42; // violation?

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , y.a , y.a.b ]

function b(x,y) {
y.a X.a;

= a’
y.a.b 42; // violation?
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Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , yaa , y.a.b ]
function b(x,y) {
y.a = x.

a;
y.a.b 42; // violation?
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Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , y.a , ya.b ]
function b(x,y) {
— y.a = Xx.

a;
y.a.b 42; // violation?
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Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , y.a , y.a.b ] */
function b(x,y) {

y.a =
— y.a.b

X.
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Pre-State Snapshot — Example

/*c (obj,obj) — any with [x.a , y.a , y.a.b ]

function b(x,y) {
y.a X.a;

= a;
y.a.b 42; // violation? YES

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Design Principles

m Pre-State Snapshot

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Example — Dynamic Extent vs. Static Extent

/*c (obj) — any with [x.a] */
function di(x) {
x.a = 1; // violation if called from d27

}

/*c (obj) — any with [1 */
function d2(x) {
return di(x);

}

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Dynamic Extent vs. Static Extent

Dynamic Extent

An access permission for a function is in force for the duration of
the function activation.

An access permission for a function is in force in its function body.

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 15 / 27
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Design Principles

m Pre-State Snapshot
m Dynamic Extent

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Location Based Interpretation — Example
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/*c (obj,obj) — anywith [ x.b, y.a ] %/
function h(x,y) {

y.a = 1;

y.b = 2; // violation?
}

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 17 / 27




Location Based Interpretation — Example

/*c (obj,obj) — anywith [ x.b, y.a ] %/

function h(x,y) {

y.a
y.b
b

= 1;
= 2;

// violation?

[ -

[

|

| 1

b
2

e

b
4

J

h({a:1,b:2},{a:3,b:4});

Heidegger, Bieniusa, Thiemann
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a b

5 6

var o = {a:5,b:6};
h(o,0);
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/*c (obj,obj) — anywith [ x.b, y.a ] %/
function h(x,y) {

y.a = 1;

y.b = 2; // violation?
}

[ 2| 6| o] »] a | b
m mjm e (B =

h({a:1,b:2},{a:3,b:4}); |[var o = {a:5,b:6};
h(o,0);
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Location Based Interpretation — Example
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/*c (obj,obj) — anywith [ x.b, y.a ] %/
function h(x,y) {

y.a = 1;

y.b = 2; // violation? left: YES, right: NO
}

[ 2| 6| o] »] a | b
m =28 m]| (B8

h({a:1,b:2},{a:3,b:4}); |[var o = {a:5,b:6};
h(o,0);
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Location Based Interpretation

O
(-4
=
-2
zl.l.l
S

Conclusion

Violation occurs depending on the aliases of the parameters

Requirement

We are looking for a property that holds for all executions of the
function.
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Path-Based Interpretation
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/*c (obj,obj) — anywith[ x.b , yaa ]l */
function h(x,y) {

y.a = 1 // (a)

y.b = 2 // (b), violation?
}

)
)

ReIERINER

h({a:1,b:2},{a:3,b:4}); | var o = {a:5,b:6};
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Path-Based Interpretation
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/*c (obj,obj) — anywith[ x.b , y.a 1 */
function h(x,y) {

y.a =1; // (&)

y.b = 2; // (b), violation?
}

[a b][az;b] a [ b

[1 2Jl3‘44J 5 6

h({a:1,b:2},{a:3,b:4}); | var o = {a:5,b:6};
h(o,0);
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Path-Based Interpretation
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/*c (obj,obj) — anywith[ x.b , y.a 1 */
function h(x,y) {

y.a=1; // (&

y.b = 2; // (b), violation? YES!
}

[a b][az;b] a [ b

[1 2Jl3‘44J 5 6

h({a:1,b:2},{a:3,b:4}); | var o = {a:5,b:6};
h(o,0);
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Design Principles

m Pre-State Snapshot
m Dynamic Extent
m Path-Based

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting
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Formalization

Core Calculus

m lambda calculus with objects (big step semantics)

B expression to install access permissions:
permit x : L,,L, in e

m marking is done lazy

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 21 /27
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Formalization
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Theorem: Pre-State Snapshot Consistency

The access paths are interpreted with respect to the heap at
installation time of the access permission.

Theorem: Stability of Violation

Introducing new aliases either yields the same access contract
violations or yields an inconsistent read after write operation.

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 22 /27




Implementation

Prototype Implementation

m offline source-to-source transformation

m library to monitor property reads/writes

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25 23 /27
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Evaluation
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Mutation Testing

Software types types + increase
access perm.

in (%) in (%) in (%)

Singly-Linked List 82.0 87.3 6.4

Richards (V8) 61.1 69.2 13.3

Delta-blue (V8) 75.6 87.2 15.3

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting 12/01/25

24 /27



Evaluation
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Mutation Testing

Software types types + increase

aACCess perm.

in (%) in (%) in (%)
Singly-Linked List 82.0 87.3 6.4
Richards (V8) 61.1 69.2 13.3
Delta-blue (V8) 75.6 87.2 15.3

How do we create the access contracts?

We have an inference for them: P. Heidegger, P. Thiemann. A
Heuristic Approach for Computing Effects. TOOLS 2011.
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Conclusion

Access permission contracts
m describe side effects of operations
m are formalized, provably sound and stable
m simplify software development and maintenance

m fix some design flaws of JavaScript
More about JSConTest (implementation, tools, technical

report, case studies):
http://proglang.informatik.uni-freiburg.de/jscontest/
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http://proglang.informatik.uni-freiburg.de/jscontest/

Thank You
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Thank you for

your attention!
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More Complicated Example

/*c list.(top) — undf + type signature
with [this._head, this._length, < access
this._head.next*.next permission
1 */
function add(data) {
var node = {data: data, next: nulll}, current;
if (this._head === null) {
this._head = node;
} else {
current = this._head;
while (current.next) {
current = current.next;
}
current.next = node;
}
this._length++;
¥
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Example

/*c (obj,obj) — any with [x.b,y.a] */
function h(x,y) {

y.a = 1;

y.b = 2; // violation?
}
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Path-Based Interpretation — Example

/*c (obj,obj) — any with [x.a, y.a, y.a.b]l */
function b(x,y) {

y.a = x.a;

y.a.b = 42; // violation?
}
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Path-Based Interpretation — Example

/*c (obj,obj) — any with [x.a, y.a, y.a.b]l */
function b(x,y) {

y.a = x.a;

y.a.b = 42; // violation?
}
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/*c (obj,obj) — any with [x.a, y.a, y.a.b]
function b(x,y) {

y.a = x.a;

y.a.b = 42; // violation?
}

Heidegger, Bieniusa, Thiemann Access Permission Contracts for Scripting

*/

12/01/25

3/3

2
=)

O
&
2
[~}
i
o
S5



Path-Based Interpretation — Example

/*c (obj,obj) — any with [x.a, y.a, y.a.b]l */
function b(x,y) {

y.a = x.a;
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